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BBenenue

JlaHHO€ PYKOBOJICTBO 3aTparMBaeT BONPOCHI YCTAHOBKU M  HACTPOMKHU
cepBepHoOit yacTu cucteMbl KoHTpob mokasareneii apdexrusnoctu (KI19).

B pykoBolcTBE ONKCHIBAETCS YCTAHOBKA KOMIUJIEKCA Ha OINEPaIlMOHHYIO
cuctemy cemeiictBa Linux — Astra Linux (“Cmonenck” 1.6), a Tarmke yCTaHOBKH
okpyxxenus u cpezanl BoinonHeHus: .NET Bepcum 6.0 u Gonee mo3guux Bepcwid. [[s
MPOBEPKU COBMECTUMOCTH HOBBIX BEPCHUM ONEPALIMOHHOM CHCTEMBI U HOBBIX BEPCHUU
cpen okpyxeHusi .NET HeoOxomumo oOpaTtutcs 3a COBETYIOIIEH JOKyMEHTAIlMel Ha
caiiTe pa3paboTUyuKa.

Taxkke B PyKOBOACTBE MPUBEAEH AITOPUTM yCTaHOBKM M HacTpoilku CYDB/I
PostgreSQL Pro Bepcuu 14.

OtmeTum, yto HacTpoiika CYB/I, npaB mons3oBateneit k 6azam nanHeix KI19, a
Takke 1ocTym K ciyx06am KIID moimkeH oCyIecTBISTHCS B COOTBETCTBHH C TIPUHSIITON
MOJIEJIbI0 0€30MacHOCTH Ha TIPEANPHUATHH.

[To BceM BO3HHKAIONIUM BOTIPOCAM, CBS3aHHBIM C YCTAHOBKON KOMIUICKCA U HE
OTHCAHHBIM B JITAHHOM PYKOBOJCTBE, HEOOXOAMMO 00paTUTCS K pa3paboTunkam (ITyHKT

6 «KOHTaKTBI U IOJIIEPIKKAY).



1. V¥YcranoBka PostgreSQL

Uto6sl ycranoBuTh maket CYBJl PostgreSQL 14, BeimonHUTE NpUBEICHHBIC
HIKE KOMaH/Ibl B TEPMUHAJIE ONEepallMOHHON cucTeMbl AcTtpa-JInnykc:

- CO3MaguM JIOKAIbHYIO TamKy JUIsi pPero3UTOpHsS M CKadaeM B He€ Bce
HEOOXO/IUMbIE MMAKETHI:

smkdir -p /opt/distr/postgres

cd /opt/distr/postgres

wget -r --no-parent --no-check-certificate https://repo.postgrespro.ru/pgpro-
14/astra-smolensk/1.6/

wget --no-check-certificate https://repo.postgrespro.ru/ pgpro-14/keys/GPG-
KEY-POSTGRESPRO

echo "deb file:///opt/distr/postgres/repo.postgrespro.ru/pgpro-14/astra-
smolensk/1.6 smolensk contrib main non-free' >> /etc/apt/sources.list
apt-key add GPG-KEY-POSTGRESPRO

apt update

Jlanee BBIIOIHUM MHULIMATU3AINIO SK3eMIusipa cepsepa CYB/I:

apt install postgrespro

OTtpenakTupyeM KOHPUTYypaMOHHbIN (haiis
\var\lib\pgsql\14\data\postgresql.conf:

listen addresses = “*’
port = 5432
OTtpenaktupyeMm konburyparnuonnsiii dara\var\lib\pgsgl\14\data\pg_hba.conf:

host all all 0.0.0.0/00 md5

Jlanee HaCTPOUM aBTO3AIMYCK CITY>KOBI IIPU CTAPTE CUCTEMBI U 3aITyCTUM CIIy KOy
PostgreSQL.:

systemctl enable postgrespro

systemctl start postgrespro

3a,Z[a,Z[I/IM mapojb A CYIICPIIOJIBb30BATCIII M CO3AaJMM HOBOI'O II0JIb30BATCIIA
aisuser, KoTopelii  OyJeT UMeTh AOCTYM K 0azam gaHHbIX KI1D:

passwd postgres

Su — postgres

createuser aisuser

Cozpagum  Tpebyembie 0a3bl gaHHbiXx KIID u BoccraHoBUM U3 0O3Karos,

npenoctaBieHHbIX OO0 «I'T[D2-HT», 06pa3bl 6a3 qaHHBIX:



createdb StatusHtCore
createdb StatusHtCoreldn

pg_restore -d StatusVoCore /mnt/backups/StatusHtCore
pg_restore -d StatusVoCoreldnt /mnt/backups/StatusHtCoreldnt
Hanee moxa nmosib3oBatenaeM POStgres naauM HeoOXOAUMBIE TpaBa MOJIb30BaTENIO

aisuser:

psql

alter user aisuser with encrypted password ‘qwerty’;

grant all privileges on database StatusHtCore to aisuserpsql;

grant all privileges on database StatusHtCoreldnt to “aisuser”;

\c StatusHtCoreldnt

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO
“aisuser”;

\c StatusHtCore

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO
“aisuser’;

\q
exit
2. YcranoBka okpy:xkeHusi NET

Jlns pa3paOOTKH WM OTJAJKH MPUIOKCHHUH B ONEpaldoHHOW cucteme Linux
HeoOxoaumo ycranoBuTh maker SDK. Jlns Ttoro 4roOsl 3amyctuts komiuieke KIID,
JOCTAaTOYHO TOJBKO YyCTaHOBUTH cpeny BbinosHeHuss .NET. Omnwucanume ycraHoBku
Cpelbl BHITIOJIHEHUS TIPUBEICHO Ha caifte pa3padoTunka cucremMa Actpa Jlunyke. Kak
npaBmwio KIID nocraBnsercs B Bujae KoHTeiHepoB dOCKer, B JaHHOM cily4ae OTelbHas

yctaHoBka okpysxkenus .NET ue tpeOyercs.

3. ¥Ycranonka sapa KIID
3.1. ¥YcraHoBKa siipa B py4HOM pe:kume, 0e3 docker konTeiinepa
Pasmectute Bce daitnpl kommiiekca KIID B manky Ha cepep. CoznmaiiTe mamnky
(mpumep /var/www/ais):
sudo mkdir -p /var/www/ais
[IpenocraBbTe BilafeNbIly MalKd BO3MOXKHOCTb YHUTaTh, MUCATh W 3aIyCKaTh
(aiinel, a rpynnaM u APYruM MOJIb30BATENSIM PAa3pelIUTh TOJIbKO YUTATh W 3aIlyCKaTh

Gaitnbr:



sudo chmod -R 755 /var/www/ais
Ckonupyiite ¢aiibl mpoekTa B manky /var/wwwi/ais.

Anpo KIID pabGotaer mo texnomorun ASP.NET Core na 6aze BeG-cepBepa
Kestrel. [Ins 3amycka M MOHUTOPHHIA sjpa IPOEKTa HEOOXOJHMMO HCIOJIb30BaTh
systemd — 310 cucTeMa MHUIMATU3AIIH, TPEIOCTABIISIIOIIAS PA3TUYHbIC (DYHKITUH JTsT
3allyCKa U OCTaHOBKH IPOIIECCOB, a Tak)Ke ymnpapiieHUs uMu. [ paboThl KOMILIEKca
HEO00XO0JIUMO CO3/1aTh KOH(DUTYparMOHHBIN (aili cirykO0b1 System:

sudo nano /etc/systemd/system/kestrel-ais.service

Co ciienyronmm coiep:KaHueM:

[Unit]

Description=CoreAlS

[Service]

WorkingDirectory=/var/www/CoreHt

ExecStart=/usr/bin/dotnet /var/www/ais/StatusHtCore.dll

Restart=always

# Restart service after 30 seconds if the dotnet service crashes:

RestartSec=30

KillSignal=SIGINT

Syslogldentifier=dotnet-ais

User=nginx

Environment=ASPNETCORE_ENVIRONMENT=Production

Environment=DOTNET_PRINT_TELEMETRY_MESSAGE=false

[Install]

WantedBy=multi-user.target
OcHoBHOM «3amyckaembiii» Qaitn sapa KIID StatusHtCore.dll maxomutcs B

kopHe manku /var/wwwi/ais. B Tom ciayuae eciu uMs 3amyckaemoro ¢aiia H3MEHEHO,
TO HEOOXOIMMO U3MEHHUTh U KOHPUTYPAITMOHHBIN (DAMIT CITYKOBI.

lanee mnpoBepbTe pabOTOCHOCOOHOCTH CIYXObI, 3allyCTUB M TPOBEPUB €&
CTaTyC:

sudo systemctl start kestrel-ais.service

sudo systemctl status kestrel-ais.service

B ciygae, ecnu 3amyck ciryO0bl 3aBepIIaeTcs ONMMOKaMHU, YCTPAHUTE OIIHMOKH,

BOCIIOJIB30BaABIINCH KOM&H,Z[OI\/’I mpocMOTpa JIOTOB:



journalctl -xeu kestrel-ais.service

Jlanee BBITIOTHUTE HACTPOMKY aBTO3amycka ciyxosl sapa AVC:

sudo systemctl enable kestrel-ais.service

JInst OCTaHOBKM, MPOBEPKH CTaTyca CIy>KObl U BBINOJHEHUS APYrHMX KOMaH]
CMOTpPHUTE JOKYMEHTAIHIOo 110 padbote ¢ Systemd.

[IpoBepbTe PYHKITMOHUPOBAHUE CITY>KOBI BBIMIOJTHEHUEM KOMAaH/IbI:

curl -Is http://localhost:5000/1dentity/Account/Login?ReturnUrl

Taxxe (yHKIIMOHHPOBAHHUE CIY>KOBI MOXKHO MPOBEPUTH C MOMOIIBIO JIFOOOTO
YCTaHOBJICHHOTO B Tpadpuyeckoi 00os104uke Opaysepa.

[locne BBOAAa JOTMHA W TApOJii Bbl YBUAUTE CIEAYIOUIEE MpPUTTIAIICHHE B

[IPOTpaMMy.

3.2. ¥YcranoBka cuctembl u3 dOoCKer konTeiinepa

s ycranoBku cucteMbl u3 KoHTeiHepa docker, Ha cepep Actpa JluHykc
HEOOXOJMMO YCTAaHOBUTH CHCTEMY Ul yIpaBieHUs KoHrteiiHepamu docker. lamee
YCTaHOBUTH KOHTEIHep ¢ oduimansHoro penozutopus KIID. Jns momydeHus cChUTKd

Ha KOHTEHHEp 00paTUTEeCh B CIIYKOY MoAIepkKH (Support@agce.ru)

4. YcraHoBka Be0-cepBepa Nginx

KIID nmpencraBusieT coboit WED-POEKT, TOCTYIT K KOTOPOH OCYIIECTBIISICTCS 110
nportokony http/https ¢ kmmenTckux kommbroTepoB. Jlas pa3BepTHIBAHUS CHCTEMBI
HE00X0IMMO TIPEIBAPUTEIIEHO YCTaHOBHUTH BeO cepBep NQInX. [[ist aToro HeoO6Xx0amumo
B TEPMUHAJIE BBIIOJIHUTH KOMAaH/bl, IPUBEICHHBIC HUXKE:

sudo apt install epel-release

sudo apt install nginx

[locne npuHATHS NpoUEAYpHI, 3alyCKaeTcs yCTaHOBKA NgIinX H JAPYyTrux
TpeOyeMbIX 3aBUCUMOCTEN Ha CepBep.

Jlanee He0OXOAMMO BBHITIOJIHUTH HACTPOWKY MPOTPAMMHOTO OOECTeYeHUS

Opanamayaspa, 4ToObl pa3peluTh TOCTYH K CITyX0e.


mailto:support@gce.ru
mailto:support@gce.ru

Hns pabdotel komiuiekca KIID HeoOxomumbl «mpunoxkenus» Nginx HTTP
(ctanmaptaeie mopT 80) wm Nginx HTTPS (cranmaptaeiii mopt 443), npu
HE00X0IUMOCTH PabOThl CUCTEMBI Ha APYTUX MOPTaxX HEOOXOJUMO OTKPHITH JaHHbBIE
NOPTHI, COTJIACHO MHCTPYKIIMU IO HACTPOMKE, TPUBEICHHOMN HIXKE.

BemomauTe ciemyromue komauabl firewall-cmd, aTo6sr oTkpbiTh TIOpTHI 80,
443, yepe3 KOTOPBIN KIMEHTHI cMorin oOpamathees kK KIID no onpeaenénnomy nopry:

sudo firewall-cmd --get-active-zones

sudo firewall-cmd --add-service=http

sudo firewall-cmd --add-service=https

sudo firewall-cmd --runtime-to-permanent

sudo iptables -1 INPUT -p tcp -m tcp --dport=80 -j ACCEPT

sudo iptables -1 INPUT -p tcp -m tcp --dport=443 -j ACCEPT

Yto0 3amycTuTh BeO-cepBep NYINX, B TEPMUHAIIC BBEIUTEC KOMAH/IY:

sudo systemctl start nginx.service

Yrto6 npoBeputh paboTy BeO-cepBepa B TEpMHUHANIE BBEAUTE KOMAH/Y:

sudo systemctl status nginx.service

JInst ocTaHOBKH, 3aIycka BeO-cepBepa U BBIMOIHEHUS APYTUX KOMaH CMOTPUTE
JOKYMEHTAIIMIO 110 paboTe ¢ cepBepoM NYinX.

Cosnatite B manke /etc/nginx/ mankwu sites-available u sites-enable eciu onu He
OBUIM CO3JIaHBI CUCTEMOM aBTOMAaTHYECKHU MPU YCTAaHOBKE MakeTa NGinx:

sudo mkdir /etc/nginx/sites-available
sudo mkdir /etc/nginx/sites-enabled

Cosznaiite B mamnke /etc/nginx/sites-available xondurypammonnsiii ¢aitn (c
UMeHeM ais) nginx:

server {

listen 80;

server_name _;

return 301 https://$host$request_uri;
}
server {

listen 443 ssl;



server_name _;
ssl_certificate /etc/ssl/certs/ais.crt;
ssl_certificate_key /etc/ssl/private/ais.key;
ssl on;
ssl_session_cache shared:SSL:30m;
ssl_session_timeout 120m;
keepalive_timeout 70;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_prefer_server_ciphers on;
ssl_stapling on;
location / {
proxy_pass http://localhost:5000;
proxy_http_version 1.1;
proxy_set header Upgrade $http_upgrade;
proxy_set_header Connection keep-alive;
proxy_set header Host $http host;
proxy_cache_bypass $http_upgrade;
proxy_set_header X-Forwarded-For $proxy add x forwarded_ for;
proxy_set header X-Forwarded-Proto $scheme;
proxy_redirect off;

}
}

[Ipennonaraercs, uto komiuiekc KIID Oyner HaxoauTcs Ha TEKYIIEM CEpBEpe
Ha nopty 5000 (cM. mpeapIIyImii pa3aen Wik Ha TPOU3BOJIBHOM TMOPTY, KOTOPBIN OBbLI
yKa3aH T@pH YCTaHOBKM KoOHTeliHepa docker). Jlms pa®oThl KOMILIEKCA TaKKe
HEOO0XO0MMO pa3MecTUTh SSI-cepTudukaTel ¥ KirouM mUbpOBaHUs 1T MPOTOKOIa Nitps
B COOTBETCTBYIOIUX Mamnkax (/etc/ssl/certs/ais.crt u /etc/ssl/private/ais.key).

st coznanus cepTudukaTa BOCIOIbL3YUTECH CIEAYIONIEH KOMaHI0M:

sudo mkdir /etc/ssl/private

sudo chmod 700 /etc/ssl/private

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
letc/ssl/private/ais.key -out /etc/ssl/certs/ais.crt

Co3znaiite CMHMBOJIMYECKYIO CCHUIKY Ha CO3JJaHHBIN KOH(PUTYPAITMOHHBIN (Daiii:

sudo In -s /etc/nginx/sites-available/ais /etc/nginx/sites-enabled/ais

B daiine /etc/nginx/nginx.conf ykakute cieayromye HaCTPOMKH:



user nginx;
worker_processes auto;
events {
worker_connections 1024;

}
http{

include mime.types;

include /etc/nginx/sites-enabled/*;
default_type application/octet-stream;
sendfile on;

tcp_nopush on;

tcp_nodelay on;

keepalive_timeout 65;
types_hash_max_size 2048;

gzip on;

client_max_body_size 100M;

}

Yro6 3amyck BeO-cepBepa NQINX MPOM3BOAUICS aBTOMATHYECKH, B TEPMHUHAIIC

BBEJINTE KOMaH]TY:
sudo systemctl enable nginx.service

5. IIpoepka gaocryna caiita KIID

[Tocne ycmemrHoOW yCTaHOBKM BCEX KOMIIOHEHTOB CHUCTEMBI M BOCCTAHOBJICHHSI
0a3 JaHHBIX OTKPONTE Ha KOMIbIOTEpe (MMEIOUIEM JIOCTyH K cepBepy) Opaysep. B
Opay3epe BBeaute aapec cepepa. [locie sTtoro B Opaysepe 3arpy3uTcsi MPOEKT U
OTKpOETCS OKHO 3ampoca MIMEHH U TIapoJIsl ISl BXOAA B CUCTEMY.

6. KOHTaKTbI H MOJIEPKKA

B cnydae Bo3HUKHOBEHUS MPOOIIEM WM BOTIPOCOB MIPHU YCTAHOBKE CUCTEMBI U €€
KOMIIOHEHTOB CJIEyeT HampaBUTh OOpalieHHe Ha DSJIEKTPOHHYIO IMOYTY CIIyKOBI
noaaepKku. JlJ1s coctapineHus: 00paIieHuss He0O0X0UMO:

1. Cpenarh CKpUHILIOT 3KpaHa ¢ U300paKEHUEM HESICHOW CUTYyaluH,

2. OmwmcaTh CUTYaIlUIO ¥ MOJIPOOHBIC IIaTH €€ BOCTIPOU3BEICHHS,
3. Tlepecnats daiin mo agpecy: info@d-i.su.
4

B Tteme nucema YKa3aTb HAMMCHOBAHUC ITPOCKTA.
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